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China’s Cyber Security Law: 
examining the potential 
impact across multiple sectors

The Standing Committee of the People’s 
Congress of China adopted the Law 
on 7 November 2016; it will become 
effective on 1 June 2017. The Law aims at 
tightening and centralising state control 
over information flows and boosting the 
development and adoption of secured 
network technology and equipment. 
The Law has an impact on a wide 
range of businesses in China, including 
communications business, online business, 
and those retaining a significant amount 
of personal data and business data.

Overview of the Law
China, although often accused of 
supporting cyber attacks on other 
nations, is actually a victim of cyber 
attacks. Two events triggered the 
Chinese Government’s serious concerns 
over the security of its cyberspace. 

One is the defection of the former US 
National Security Agency contractor 
Edward Snowden, who revealed the 
extensive hacking activities being carried 
out by the US Government; the other is 
Microsoft Corp.’s cessation of support 
for Windows XP, a system widely used in 
China, which triggered the Government’s 
concern about China having too much 
reliance on foreign-controlled systems.

In response, the Government has 
been moving aggressively to enhance 
cyber security during the last few 
years. The National Security Law 
promulgated in June 2015, for the first 
time considered cyberspace a part of 
national sovereignty and cyber security 
as part of China’s national interests.  
Along with the promulgation of the 
National Security Law, China undertook 

to create the Cyber Security Law.
Much opposition was raised by parties 
overseas after the first draft of the Law 
was published for public consultation, 
largely because of the vague language 
and potential protectionism effect.  
However, the law was finalised and 
passed at high speed: about 17 
months from the release of the first 
draft, with most of the controversial 
provisions intact. This indicates the 
Chinese Government’s decisiveness in 
protecting its power over cyberspace.

It is worth noting, however, that the Law 
will not become effective until 1 June 
2017, leaving half a year for various 
Government agencies to consider and 
to coordinate the implementation of 
the Law. The long gap between the 
promulgation date and the data of 
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effectiveness suggests that divergence 
exists in different Government agencies 
(being the telecoms regulator, the public 
security bureau, and the recently formed 
cyberspace administration) in regard to 
the implementation of the Law. This may 
leave room for businesses to continue 
to lobby the Government to implement 
and interpret the Law in their favour.

Cyber security rules
The Law codifies and restates a number 
of legal requirements that were not strictly 
enforced in the past, brings a number 
of legal requirements at ministerial rule 
level onto the level of congress-made 
legislation, and also imposes additional 
burdens on business operators in China. 
Generally speaking, these requirements 
and burdens can be categorised 
into the following four aspects:

Burdens on network operators 
to maintain secured networks
Firstly, the Law imposes a number of 
obligations on ‘network operators’ to 
ensure the secured operation of their 
networks. The term ‘network operator’ is 
broadly defined to capture owners and 
administrators of all computer networks 
as well as network service providers. As 
such, the term ‘network operator’ appears 
to have broad coverage, and includes 
those which operate public networks and 
those which operate private intranet.

In reality, the Government may not care 
much about the safety and continuity of 
private business. However, if the security 
of a privately-run network affects the 
public interest, for instance because 
the network stores personal data or 
is used to provide public services, the 
Government will likely look closely 
at the security of that network.

The obligations imposed on 
network operators include:

(i)  to establish internal cyber security 
policies and procedures;

(ii)  to implement proper technical 
measures to prevent hacks and 
viruses as well as to monitor 
network operations;

(iii)  to retain network operation records 

and logs for at least six months;
(iv)  to formulate and implement 

contingency plans; 
(v)  to address cyber risks known 

to the operators; and
(vi)   to report any cyber security 

incident to the Government and the 
customers affected by the incident.

Extra burdens on operators of 
critical information infrastructure
The Law imposes extra burdens 
on operators of critical information 
infrastructure. ‘Critical information 
infrastructure’ is given a broad definition 
to capture networks used in public 
communications, information services, 
energy, public transportation, water 
conservancy, finance, public services, 
and electronic government as well as 
those networks the failure of which 
would possibly harm national security, 
the national economy, or the public 
interest. The vague and extremely 
expansive definition brings great 
uncertainty as to whether a company 
would be considered an operator of 
critical information infrastructure.

Extra burdens on operators of 
critical information infrastructure 
include requirements:

(i)  to examine the background 
of administrators of critical 
information infrastructure;

(ii)  to give training and practice drills 
to those involved in operating 
critical information infrastructure;

(iii) to back-up important data;
(iv)  to undergo a security screening 

process for procurement of 
network products and services 
if such procurement has an 
impact on national security; 

(v)  to enter into confidentiality and 
security agreements with providers of 
network products and services; and

(vi)  to store in China personal 
data collected in China.

These obligations are not brand new; 
they were more or less previously 
implemented in the financial business 
sector and the telecoms sector. Now 
they appear to have application over 

a wide range of businesses. The 
question remains as to how broadly 
these obligations will apply.

Comprehensive data 
protection requirements
China has quite a number of piecemeal 
data protection laws and regulations 
covering personal data in electronic 
forms, the data of internet users and 
telecoms users, the data of bank 
clients, consumer data, and employee 
data. However, in reality, there are still 
rampant data infringements in China.
The Law unifies personal data protection 
rules and applies them to all data 
subjects whose data are collected and 
stored in networks. This appears to 
be an effort made by the Government 
to strengthen data protection.

Under the Law, all network 
operators which collect and process 
personal data are required:

(i)  to inform data subjects of 
their privacy policies;

(ii)  to only collect data which are 
necessary for providing their services;

(iii)  to seek data subjects’ consent for the 
collection and use of personal data; 

(iv)  to adopt technical and managerial 
measures to protect the safety 
of the data they collect; and

(v)  to inform the Government and 
relevant data subjects of any 
significant data leakage incident.

Duties to support Government
The Law imposes a number of 
obligations on network operators to 
protect cyber security, to prevent crimes 
in cyberspace, and to cooperate with 
the Government in prosecuting against 
crimes committed in cyberspace. These 
obligations include requirements:

(i)  to take technical measures to 
monitor and record network 
operations and to retain network 
logs for at least six months;

(ii)  to request users to provide, 
and to verify, users’ real identity 
information before providing 
network services, including 
network access services, domain 
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name registration services, fix-line 
telephone services, mobile services, 
information posting services, 
and instant message services;

(iii)  to provide technical support 
and assistance to police and 
national security departments for 
crime investigations and for the 
maintenance of national security;

(iv)  to strengthen the management over 
the contents which users publish 
on the networks and to prevent 
the spread of illegal content; and

(v)  to adopt technical measures 
to block access to overseas 
contents upon being notified by 
the relevant Government agency 
that such content is prohibited 
from being spread in China.

Impact on businesses
The Law will impact business operations 
in China although the significance of 
the impact depends on how the law is 
implemented and further interpreted. 

Online information businesses
The Law will likely increase the cost for 
operating online information businesses, 
including internet content provisions, 
online publications, operation of apps, 
provision of BBS services etc. Under the 
Law, the operators of online information 
businesses would be required:

(i)  to have their information networks 
meet a national security standard, 
which may increase the cost 
of building and maintaining 
the IT infrastructure;

(ii)  to adopt and implement necessary 
protocols to monitor and record 
network operations, which 
may increase the operators’ 
administrative costs;

(iii)  to request, verify, and record users’ real 
identity before providing information 
services to them and to allow them 
to post information online, which will 
obviously increase the operators’ 
administrative burdens and restrict 
the expansion of the user base; and

(iv)  to take down and to prevent the 
spread of illegal information where the 
operators have actual or constructive 
knowledge about the illegality of the 

information posted on or transmitted 
via their networks, which usually 
means that operators need to have 
a dedicated team for this task.

Financial services
The Law will likely impact the way 
financial business is conducted in 
China, regardless of whether the 
financial services are offered online 
(i.e., FinTech) or in a traditional 
manner. These impacts include:

(i)  Networks used for financial services 
would be considered critical networks 
under the Law. Consequently, 
financial service operators would 
be required to retain in China the 
personal information they collect 
in China. Strictly speaking, this 
is not a new requirement. The 
banking regulator imposed the 
same requirement on commercial 
banks some years ago but such 
requirement appears not to have 
been strictly enforced. Now, with 
such a requirement being included in 
the Law, it is likely to become more 
robust, so international banks will 
not be allowed to share the personal 
information of Chinese customers 
among group members within and 
outside of China and must process 
personal information of Chinese 
customers in a regional hub in China.

(ii)  The Law imposes certain Government 
certification requirements on 
equipment and software used in 
financial service networks. Absent 
elaborated rules, this has triggered 
concern from businesses as to whether 
the Chinese Government will revive the 
‘security and reliability’ rule, introduced 
early last year and subsequently 
suspended, which essentially required 
banks and other financial institutions 
to procure a significant amount of 
domestic and open-source network 
software and equipment. Although 
the Government is unlikely to require 
banks and financial institutions to 
buy domestic products arbitrarily, 
a signal has been given that the 
Government will not tolerate the 
monopoly by foreign players on the 
financial information system market.

Other multinational business
Multinational companies engaging 
in other business may also 
be affected by the Law.

(i)  Multinational companies are usually 
operated on an intranet where 
different group members and divisions 
may share information. Such intranet 
may also be considered a network 
under the Law and the companies 
as network operators. Consequently, 
all duties on network operators 
apply, resulting in increased costs for 
maintaining the networks and meeting 
statutory security requirements.

(ii)  The operation of multinational 
businesses typically relies on cross-
border flows of business data, which 
may include personal data of both 
employees and customers. Under 
the Law, multinational companies 
need to assess whether their 
network will be considered critical 
and, thus, the cross-border transfer 
of personal data will be restricted.

A speculative view 
The Law is far from complete. It leaves 
plenty of room for the Government to 
interpret and to enact implementation 
rules. The Cyberspace Administration 
of China, the newly formed agency, 
is taking the lead in coordinating the 
positions of different ministries. The 
Ministry of Industry and Information 
Technology and the Ministry of Public 
Security are the two key Government 
departments which drive the 
development of cyber security laws, 
probably at different orientations.   
Various industrial regulators, such as 
the banking regulator and the quality 
inspection bureau, may also have a 
voice in developing detailed rules 
on cyber security. As a result, it may 
take half a year or even longer for the 
Government to complete the detailed 
implementation rules of the Law.

Without a doubt, the Law will affect 
business operations in China in various 
ways. However, a more accurate 
assessment of the impact will need to 
wait for the promulgation of detailed 
implementation rules for the Law.

The Law will impact business operations in China although the significance of 
the impact depends on how the law is implemented and further interpreted. 


